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Patching Instructions for Upgrades to Avaya S8700 Media Servers

An Upgrade means existing (previously installed) S8700 sites ONLY

Step
Instructions
Example Screens

1
Administrators should be informed of a translation freeze during the duration of applying the patch. 

NOTE:  To verify which software version you are running, select “View Software Version” from the media server web pages.  This can be found under the Server Configuration and Upgrades heading.  The media server web pages can be accessed using a web browser (see step 3).

NOTE: DO NOT REMOVE PREVIOUS PATCHES WHEN APPLYING THE MOST CURRENT PATCH !




2
From a SAT/ASA session, execute a “save translation” command; this will force a filesync so the standby media server has the latest translation file.  
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3
Start a web browser and specify the media server modem PPP IP address as the URL if logging in over a modem interface. Login using the appropriate login.

OR 

If there is LAN connectivity to the media server, start a web browser and specify the DNS name or LAN IP address of the standby server as the URL.  Login using the appropriate login. 

OR

If you are on-site and do not have LAN connectivity to the media server, connect a laptop to the standby server with a crossover cable, start a web browser on the laptop and specify 192.11.13.6 as the URL and login using the appropriate login.
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4
Perform this step only if this is an UPGRADE to a S8700 External Communications Controller (ECC) configuration (if you have G700’s with Local Spare Processors (LSP)s as part of this configuration), otherwise go to step 5:

If the configuration is an ECC with LSPs, stop the MV software on all LSPs before continuing.  This can be done by telneting to each LSP device and executing a “stop –afcn” from the command line.

NOTE:  If you need the IP address of the media gateways, execute the “list media-gateway” command from the SAT/ASA session. 

NOTE: An enhancement will be made to allow the user from the web to busy-out the LSPs instead of having to manually shut them down, but for now this is the workaround.
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5
Perform a Backup of all data sets using “Backup Now” under the Data Backup/Restore heading on the media server web pages, which can be accessed from a web browser (see step 3). 

You can backup to an FTP server that is on the customer network or to a flash card.

NOTE: you cannot backup translations via e-mail due to customer restrictions on their e-mail servers. 
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6
From the laptop, FTP the patch to the standby media server via manual FTP or using the media server web pages “Upload Files to Server (via browser)” command under the Miscellaneous heading.  If you are downloading from an external Avaya web site you can use the media server web pages “Download Files to Server (from web)” command under the Miscellaneous heading to complete this step. 

MAKE SURE TO USE BINARY TRANSFER IF MANUALLY FTP’ING THE FILE!
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7
Choose  “Busy Out Server” under the Server heading on the standby media server web pages, and choose “Busy Out” on the bottom of the screen. 

NOTE: This might cause a short delay in command line response while the media server is being busied out.
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8
From the web pages on the standby media server, verify the system is busied out by choosing “View Summary Status” under the Server heading.  This should report the standby media server is busied out.  

If you are on-site you will also notice the server state LED will have changed from flashing green to flashing red to indicate a BUSIED state.
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9
Start a telnet session to the standby media server.  

From the telnet session, change directories to /var/home/ftp by executing the following at the command prompt:

> cd /var/home/ftp

To verify the file was uploaded to the media server, execute the following from the telnet session:

> ls -ltr

This will list the files in this directory, the last file shown should be the file you just ftp’ed which will be in the format of <patch>.tar.gz
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10
In order to install the patch execute the following from the telnet session:

>  patch_show

This will show any previous patches installed on the system. 

NOTE: DO NOT REMOVE PREVIOUS PATCHES WHEN APPLYING THE MOST CURRENT PATCH !

Now to install:

>sudo patch_install <patch>.tar.gz

To verify the patch was installed:

>  patch_show
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In order to apply the patch, execute the following from the telnet session:

>  sudo patch_apply <patch>

NOTICE: you do not use the .tar.gz extension on the back of the file name

NOTE:  Ignore the indication that “/opt/ecs/sbin/drestart 1 4 command failed”

NOTE:  when you apply the patch, the standby media server only – will go through a software reset system 4.  This reset will NOT impact service because it is on the standby side.

You will experience a delay in response to typing on command line until the restart/reset has completed.
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Once system response has returned,

from the telnet session, verify the patch was applied.    Execute the following:

>  patch_show

This should show the status of the patch as “applied”.
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13
From the web pages on the standby media server, choose “Release Server” under the Server heading and release the standby back into service.
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From the web pages on the standby media server, choose “Interchange Servers” under the Server heading and select the “force” option at the bottom of the screen.  Then choose “Interchange”.  This will force the standby server to go active, and the active to become the new standby, by causing a reset system 4 on the system.  

This will cause a SHORT service outage while MultiVantageTM software is coming up.  You will not be able to get command line response nor web response while the software is initializing.
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From the web pages select “View Summary Status” under the Server heading.  This should show the media server (previously the standby) as active now.
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From the web browser, choose “View Software Version” from the Server Configuration and Upgrades heading, and verify the patch is shown applied to the system.  

This information is shown directly under the Release String in the middle of the page. 
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If connected via laptop interface:

Now disconnect the laptop crossover cable from the current server (now active).  You are now not connected to any media server.  From the MS-DOS command window execute:

>   arp –d 192.11.13.6

This command flushes the route table in the laptop before connecting to the new standby server.

Connect the crossover cable to the other media server (the new standby) and telnet to this server by executing the following from the MS-DOS command window:

> telnet 192.11.13.6

NOTE:  Be patient if this connection is slow; give it a few minutes.

OR 

If connecting via customer LAN:  

Telnet or connect to the new standby server over the customer’s LAN IP address 

OR

If connecting via the modem:

From the current session execute the following from the server prompt:

> telnet <server_name>-dup
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18
Repeat steps 5-13 for the new standby media server. After the last release in step 13 be sure to check that the servers are refreshed and the standby is no longer busied.  
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Perform this step only if this is an UPGRADE to a S8700 External Communications Controller (ECC) configuration (if you have G700’s with Local Spare Processors (LSP) as part of this configuration):

If this is an ECC configuration, upgrade all of the media gateways on the system at this time.  If they have already been upgraded, then you can start the LSP (from a telnet session to the LSP) by executing “start –ac “ from the bash (Linux shell) on the media gateway (LSP).  

Once the busy-out feature is implemented for LSP Media Gateways you will just need to release these systems back into service

NOTE: If you need to find the IP address of the media gateway in order to telnet, just execute “list media-gateway” from your SAT/ASA session.

NOTE: Patching steps 5-13 can be used to upgrade the Local Spare Processor (LSP) modules.  Ignore any instructions to busy-out or interchange, as these are not applicable to the LSPs.  
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Patching Instructions for New Installations of Avaya S8700 Media Servers

A New Installation means “brand new” (not previously installed) S8700 sites and existing G3r sites that are undergoing a migration to the S8700 platform.

Step
Instructions
Example Screens

1
Make sure you have run “Configure Server” under the Server Configuration and Upgrades heading from the media server web pages, which can be accessed from a web browser (see step 2).  In addition, the latest MultiVantage software load and a valid authentication file must be installed prior to executing these steps. 

REMEMBER:  DO NOT WIRE THE SERVERS UNTIL COMPLETING THESE STEPS!

NOTE:  To verify which software version you are running, select “View Software Version” from the media server web pages.  This can be found under the Server Configuration and Upgrades heading.




2
Start a web browser and specify the media server modem PPP IP address as the URL if logging in over a modem interface. Login using the appropriate login.

OR 

If there is LAN connectivity to the media server, start a web browser and specify the DNS name or LAN IP address of the primary server as the URL.  Login using the appropriate login. 

OR

If you are on-site and do not have LAN connectivity to the media server, connect a laptop to the primary server with a crossover cable, start a web browser on the laptop and specify 192.11.13.6 as the URL and login using the appropriate login.
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3
An Avaya Authentication file needs to be installed on the server prior to applying a patch.   Use “Upload Files to Server (via browser)” under the Miscellaneous heading from the media server web pages, or manually FTP (using binary transfer mode) the authentication file onto the media server.
In order to install the authentication file perform the following set of instructions:

Select “Install Avaya Authentication” under the Security heading from the media server web pages, and then choose “Install”.  You should get confirmation that the file was installed successfully.  Ignore any indication that it could not verify the license.  This will be true until after the installation is complete and your new license is installed.
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4
You will need to apply the patch before activating the system. 

From the laptop, FTP the patch to the primary media server via manual FTP or using the media server web pages “Upload Files to Server (via browser)” command under the Miscellaneous heading.  If you are downloading from an external Avaya web site you can use the media server web pages “Download Files to Server (from web)” command under the Miscellaneous heading to complete this step. 

MAKE SURE TO USE BINARY TRANSFER IF MANUALLY FTP’ING THE FILE!
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5
Start a telnet session to the primary media server.  

From the telnet session, change directories to /var/home/ftp by executing the following at the command prompt:

> cd /var/home/ftp

To verify the file was uploaded to the media server, execute the following from the telnet session:

> ls –ltr

This will list the files in this directory, the last file shown should be the file you just ftp’ed which will be in the format of <patch>.tar.gz
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6
In order to install the patch execute the following from the telnet session:

>  patch_show

This will show any previous patches installed on the system.  Since this is a new install, there should not be any patches installed.

NOTE: DO NOT REMOVE PREVIOUS PATCHES WHEN APPLYING THE MOST CURRENT PATCH !

Now to install:

>sudo patch_install <patch>.tar.gz

To verify the patch was installed:

>  patch_show
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7
In order to apply the patch, execute the following from the telnet session:

>  sudo patch_apply <patch>

NOTICE: you do not use the .tar.gz extension on the back of the file name

NOTE:  Ignore the indication that “/opt/ecs/sbin/drestart 1 4 command failed”

NOTE:  when you apply the patch, the standby media server only will go through a software reset system 4. 

You will experience a delay in response when typing on the command line until the restart/reset has completed.
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8
Once system response has returned, from the telnet session, verify the patch was applied.    Execute the following:

>  patch_show

This should show the status of the patch as “applied”.
[image: image42.png]=lo/x|

Patches are shoun in the order applied
oad-Patch Id

1.9.960.4-4227
Gith EC5@8 int

one-way talk patch on ISDN trunk

raft@saturn> _






9
From the web browser, choose “View Software Version” from the Server Configuration and Upgrades heading, and verify the patch is shown applied to the system.  

This information is shown directly under the Release String in the middle of the page. 
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If connected via laptop interface:

Now disconnect the laptop crossover cable from the current server.  You are now not connected to any media server.  From the MS-DOS command window execute:

>   arp –d 192.11.13.6

This command flushes the route table in the laptop before connecting to the secondary media server.

Connect the crossover cable to the other media server (the secondary) and telnet to this server by executing the following from the MS-DOS command window:

> telnet 192.11.13.6

NOTE:  Be patient if this connection is slow; give it a few minutes.

OR 

If connecting via customer LAN:  

Telnet or connect to the other media server (the secondary) over the customer’s LAN IP address 

OR

If connecting via the modem:

From the current session execute the following from the server prompt:

> telnet <server_name>-dup
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Repeat steps 3-8 for this server.  It will then be safe to wire your system at this point.  One of the systems will back off from active after you connect the fiber and Ethernet cables. You are now complete with the MultiVantage software patching.
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If you have G700’s with Local Spare Processors (LSP) as part of this configuration:

If this is an External Communications Controller (ECC) configuration, upgrade all of the media gateways (LSPs) on the system at this time.  If they have already been upgraded, then you can start the LSP (from a telnet session to the LSP) by executing “start –ac “ from the bash (Linux shell) on the media gateway (LSP).  

Once the busy-out feature is implemented for LSP Media Gateways you will just need to release these systems back into service

NOTE: If you need to find the IP address of the media gateway in order to telnet, just execute “list media-gateway” from a SAT/ASA session.

NOTE: Patching steps 3-8 can be used to upgrade the LSP modules. 
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Patching Instructions for Upgrades to Avaya S8300 Media Servers

An Upgrade means existing (previously installed) S8300 sites ONLY

These instructions apply to S8300 Internal Communications Controller (ICC) configurations only.

For MultiVantageTM 1.1 Local Spare Processor (LSP) configurations are not supported with S8300 ICC configurations. 

Step
Instructions
Example Screens

1
Perform a Backup of all data sets using “Backup Now” under the Data Backup/Restore heading on the media server web pages, which can be accessed from a web browser. 

You can backup to an FTP server that is on the customer network or to the media server hard drive.

NOTE: you cannot backup translations via e-mail due to customer restrictions on their e-mail servers. 
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2
From the laptop, FTP the patch to the primary media server via manual FTP or using the media server web pages “Upload Files to Server (via browser)” command under the Miscellaneous heading.  If you are downloading from an external Avaya web site you can use the media server web pages “Download Files to Server (from web)” command under the Miscellaneous heading to complete this step. 

MAKE SURE TO USE BINARY TRANSFER IF MANUALLY FTP’ING THE FILE!
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3
Start a telnet session to the primary media server.  

From the telnet session, change directories to /var/home/ftp by executing the following at the command prompt:

> cd /var/home/ftp

To verify the file was uploaded to the media server, execute the following from the telnet session:

> ls –ltr

This will list the files in this directory, the last file shown should be the file you just ftp’ed which will be in the format of <patch>.tar.gz
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4
In order to install the patch execute the following from the telnet session:

>  patch_show

This will show any previous patches installed on the system.  

NOTE: DO NOT REMOVE PREVIOUS PATCHES WHEN APPLYING THE MOST CURRENT PATCH !

Now to install:

>sudo patch_install <patch>.tar.gz

To verify the patch was installed:

>  patch_show
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5
In order to apply the patch, execute the following from the telnet session:

>  sudo patch_apply <patch>

NOTICE: you do not use the .tar.gz extension on the back of the file name

NOTE:  Ignore the indication that “/opt/ecs/sbin/drestart 1 4 command failed”

NOTE:  when you apply the patch, the media server will go through a software reset system 4. 

You will experience a delay in response when typing on the command line until the restart/reset has completed.
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6
Once system response has returned, from the telnet session, verify the patch was applied.    Execute the following:

>  patch_show

This should show the status of the patch as “applied”.
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Patching Instructions for New Installations of Avaya S8300 Media Servers

A New Installation means “brand new” (not previously installed) S8300 sites.

These instructions apply to S8300 Internal Communications Controller (ICC) configurations only.

For MultiVantageTM 1.1 Local Spare Processor (LSP) configurations are not supported with S8300 ICC configurations. 

Step
Instructions
Example Screens

1
Make sure you have run “Configure Server” under the Server Configuration and Upgrades heading from the media server web pages, which can be accessed from a web browser (see step 2).  In addition, the latest MultiVantage software load and a valid authentication file must be installed prior to executing these steps. 

REMEMBER:  DO NOT WIRE THE SERVERS UNTIL COMPLETING THESE STEPS!

NOTE:  To verify which software version you are running, select “View Software Version” from the media server web pages.  This can be found under the Server Configuration and Upgrades heading.




2
Start a web browser and specify the media server modem PPP IP address as the URL if logging in over a modem interface. Login using the appropriate login.

OR 

If there is LAN connectivity to the media server, start a web browser and specify the DNS name or LAN IP address of the primary server as the URL.  Login using the appropriate login. 

OR

If you are on-site and do not have LAN connectivity to the media server, connect a laptop to the primary server with a crossover cable, start a web browser on the laptop and specify 192.11.13.6 as the URL and login using the appropriate login.


[image: image60.png]WARNING: This s
access is a violati
reasons. By proce

This site ermploys ¢
certificate” provide
certificate, you will
offered this certifics
Screen" for instruct

&

AVAYA

communication

Information you exchange with i site cannol be viewed o1
changed by athers. However,there is » problem with the sie's
secuiy cetiicate.

The secuty cartcate was issued by a company you have.
ot chosen ta st View the cerlficale to determine whether
youwant to st the cartiying autharty.

@ The secuity certcate date s valid

The name on the secuiy certicate is invald o doss ot
malch the name of the ste

Do you want o proceed?

e ViewCoticae

oses. Unauthorized
strafive and security

have a "security
loes not have this

s certficate. If you are
b. Click "About This





[image: image61.png]AVAYA

communication

WARNING: This system is restricted to authorized users for business purposes. Unauthorized
access is a violation of the law. This system may be monitored for administrative and security
reasons. By proceeding, you consen {o this monitoring.

Username: init

Password: f==<f






3
An Avaya Authentication file needs to be installed on the server prior to applying a patch.   Use “Upload Files to Server (via browser)” under the Miscellaneous heading from the media server web pages, or manually FTP (using binary transfer mode) the authentication file onto the media server.
In order to install the authentication file perform the following set of instructions:

Select “Install Avaya Authentication” under the Security heading from the media server web pages, and then choose “Install”.  You should get confirmation that the file was installed successfully.  Ignore any indication that it could not verify the license.  This will be true until after the installation is complete and your new license is installed.
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4
You will need to apply the patch before activating the system. 

From the laptop, FTP the patch to the primary media server via manual FTP or using the media server web pages “Upload Files to Server (via browser)” command under the Miscellaneous heading.  If you are downloading from an external Avaya web site you can use the media server web pages “Download Files to Server (from web)” command under the Miscellaneous heading to complete this step. 

MAKE SURE TO USE BINARY TRANSFER IF MANUALLY FTP’ING THE FILE!
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5
Start a telnet session to the primary media server.

From the telnet session, change directories to /var/home/ftp by executing the following at the command prompt:

> cd /var/home/ftp

To verify the file was uploaded to the media server, execute the following from the telnet session:

> ls –ltr

This will list the files in this directory, the last file shown should be the file you just ftp’ed which will be in the format of <patch>.tar.gz
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6
In order to install the patch execute the following from the telnet session:

>  patch_show

This will show any previous patches installed on the system.  Since this is a new install, there should not be any patches installed.

NOTE: DO NOT REMOVE PREVIOUS PATCHES WHEN APPLYING THE MOST CURRENT PATCH !

Now to install:

>sudo patch_install <patch>.tar.gz

To verify the patch was installed:

>  patch_show
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7
In order to apply the patch, execute the following from the telnet session:

>  sudo patch_apply <patch>

NOTICE: you do not use the .tar.gz extension on the back of the file name

NOTE:  Ignore the indication that “/opt/ecs/sbin/drestart 1 4 command failed”

NOTE:  when you apply the patch, the media server will go through a software reset system 4. 

You will experience a delay in response when typing on the command line until the restart/reset has completed.
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Patches are shoun in the order applied

Status Patch-description

1.
Gith EC5@8 int

not applied one-way talk patch on ISDN trunk

raft@saturn2> sudo patch_apply B1.8.868.4-4227
Successfully applied the patch
Executing post-patch commands
-3 Jopt/ecs/shinsdrestart 1 4 command passed
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Once system response has returned, from the telnet session, verify the patch was applied.    Execute the following:

>  patch_show

This should show the status of the patch as “applied”.
[image: image73.png]=lo/x|

Patches are shoun in the order applied
oad-Patch Id

1.9.960.4-4227
Gith EC5@8 int

one-way talk patch on ISDN trunk

raft@saturn> _
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